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SAMPLE REPORT - ILLUSTRATIVE DATA

OVERALL SCORE
Fair

Category Breakdown

Headers
Transport
Cookies

Exposure

Findings (3 issues, 2 passed, 6 in your plan)

Content-Security-Policy Missing
No CSP header was found, leaving the site exposed to cross-site scripting (XSS) injection.

REMEDIATION

Add a Content-Security-Policy header restricting script, style and frame sources to trusted origins.

HTTPS Enforced
Site is served over HTTPS with valid certificate and automatic HTTP redirect.

Session Cookie Missing Secure Flag
The session cookie is not marked Secure, allowing it to be sent over unencrypted connections.

REMEDIATION

Set the Secure and HttpOnly flags on all session cookies.

Server Version Disclosed
Response headers reveal the exact web server and framework version.

REMEDIATION
Suppress the X-Powered-By and Server headers in production.
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X-Frame-Options Present

Clickjacking protection header is correctly configured.

Log in or upgrade to Starter to view this finding

Log in or upgrade to Starter to view this finding

COOKIES MEDIUM STARTER

Log in or upgrade to Starter to view this finding

TRANSPORT m

Log in or upgrade to Pro to view this finding

Log in or upgrade to Pro to view this finding

HEADERS Low N AGENCY

Log in or upgrade to Agency to view this finding
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